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Copyright © since 2001 GeCAD Software® S.R.L. 
All rights reserved. This material or parts of it cannot be reproduced, in any way, by any means. 

The product and the documentation coming with the product are protected by GeCAD Software’s copyright. 

GeCAD Software reserves itself the right to revise and modify its products according to its own necessities. 

This document describes the product at this writing and may not correctly describe the latest developments. For 
this reason, we recommend you to periodically check our website, http://www.ravantivirus.com, for the latest 
versions of product documentations. 

GeCAD Software cannot be hold responsible for any special, collateral or accidental damages, related in any 
way to the use of this document. 

GeCAD Software’s entire liability, depending on the action, cannot go beyond the price paid for the product 
described in this material. 

GeCAD Software does not guarantee either implicitly or explicitly the suitability of this material for your specific 
needs. This material is provided on an “as-is” basis. 

GeCAD Software trademarks: GeCAD, GeCAD Fast Commander, GFC, RAV Reliable AntiVirus, A.V.A.C., 
RAlert, RAVUtil, RAVeSpy, R.A.C.E., RAX, WisDOM. 

The following are registered trademarks of their respective owners: Times New Roman, Courier, Arial, IBM, 
OS/2, Intel, Microsoft, MS-DOS, Windows, Windows95, Windows98, WindowsNT, QEMM, F-PROT, TBSCAN, 
Viruscan, TBAV, DSAV, DrWEB, AVP, MSAV, MS Office, MS Word, MS Access, MS Excel, MS Visual Basic, 
NetWare. 

Terms and conditions of the License Agreement 
RAV Reliable AntiVirus is a registered trademark of GeCAD Software S.R.L. (hereafter referred as “GeCAD 
Software”). All the products from the RAV AntiVirus family are offered to our clients under the terms and 
conditions of the License Agreement accompanying all the products of GeCAD Software. 

Before installing or using The Software, please read carefully this License Agreement, because it represents a 
legal agreement between you and GeCAD Software for the software product you are installing, which includes 
the software itself and the related documentation. By installing or otherwise using the software, you accept all the 
terms and conditions of this agreement. If you do not accept the terms of this agreement, you do not have the 
rights to install or otherwise use The Software. 

On the distribution CD-ROM, you may find other programs, in addition to the one you have bought. These 
programs are offered for evaluation only and are the object of separate terms of license. These terms are 
included in the Evaluation license section of the License Agreement. 

http://www.ravantivirus.com/
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RAVMILTER configuration file 

NAME 

RAVMilter - RAV AntiVirus “filter client” for sendmail with libmilter. 

SYNOPSIS 

${BINDIR}/RAVMilter [-dV] [-C sendmail.cf] [-g 0|1|2|3] [-X[on|off]] [--configuration=sendmail.cf] 
[--daemon] [--debug=0|1|2|3] [--addheader[=on|off]] [--help] [--usage] [--version] 

DESCRIPTION 

This is an external filter program used by sendmail (compiled with libmilter feature) MTA in 
order to scan all the incoming/outgoing messages for virus protection and/or content 
filtering. It uses the libmilter feature included in sendmail version 8.11 or later. The program 
runs as a client for ravmd. 

USAGE 
-d, --daemon 

Run as daemon. 

 

-g, --debug=0|1|2|3 

Enable debug features (where 0 is “silent” and 3 is “verbose”). 

 

-C, --configuration=sendmail.cf 

Read additional information from this file. See the NOTES section below. 

 

-X, --addheader[=on|off] 

Add or not X-Version header to each message scanned. 

 

-V, --version 

Print to stdout RAVMilter version and exits. 

 

--help 

Print the help screen to the console. 
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--usage 

Display information about RAVMilter usage. 

NOTES 

The Sendmail version must be 8.11 or later to compile the libmilter feature of sendmail. 
Please read the libmilter/README file from the sendmail package for instructions on how to 
compile sendmail with this feature. After compiling sendmail and installing it with the 
libmilter feature, you can proceed with the installation of ravmd. 

To configure RAVMilter, you must add the following two lines into /etc/mail/sendmail.mc: 

define(`FFR_MILTER', `true') 

INPUT_MAIL_FILTER(`RAVMilter',`S=local:/var/opt/rav/run/ RAVMilter.sock, F=R, 
T=S:10s;R:5m;E:5m') 

After that, you must generate /etc/mail/sendmail.cf with the following command: 

m4 /etc/mail/sendmail.mc > etc/mail/sendmail.cf 

When RAVMilter starts it will parse /etc/mail/sendmail.cf to find out what socket to bind (in our 
example it will bind the UNIX socket ${DATADIR}/run/RAVMilter.sock). 

ENVIRONMENT 

RAV_DATA_PATH 

Starting with version 8.4.1 of ravmd the installation directories can be relocated. The 
environment variable must be declared before starting RAVMilter and must point to the new 
location of RAV data files (rave, log, run, tmp, ravmd.key, etc.). 

BUGS 

Please mail bug reports and suggestions to: ravteam@ravantivirus.com 

SEE ALSO 

ravmd(8), ravmd.conf(5), ravav(8), sendmail(8) 

mailto:ravteam@ravantivirus.com

	CONTENTS
	RAVMILTER configuration file
	NAME
	SYNOPSIS
	DESCRIPTION
	USAGE
	NOTES

	ENVIRONMENT
	BUGS
	SEE ALSO


